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Change log

Date Change Description

2021-05-04 Initial release.
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Introduction

This document provides the following information for the Fortinet IPS Engine 7.0 build 018.

« Productintegration and support on page 6
« Resolved issues on page 7
« Known issues on page 8

IPS Engine 7.0 build 018 is a built-in release for FortiOS 7.0.0. Itis not a release to FortiGuard.

For additional FortiOS documentation, see the Fortinet Document Library.
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Product integration and support

The following table lists IPS engine product integration and support information:

FortiOS 7.0.0
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Resolved issues

The resolved issues listed below do not list every bug that has been corrected with this release. For inquiries about a
particular bug, contact Customer Service & Support.

Bug ID Description

580391 Unable to create MAC address-based policies in NGFW mode.

638341 In some cases, IPS fails to get interface ID information that results in IPS incorrectly dropping
the session during static matching.

645848 FortiOS provides self-signed CA certificate intermittently with flow-based SSL certificate
inspection.

646961 Explicit FTPS data channel cannot be established through policy when in flow-based
inspection mode with AV enabled.

669138 IPS engine crash (segmentation fault and alarm clock).

676705 Custom IEC-104 app-ctrl signatures skipped after signature database update.

683669 Firewall schedule settings do not follow daylight savings time.

688888 bzip2 including eicar is detected in the original direction of the flow mode firewall policy even

though scan-bzip2 is disabled.

691196 One Arm IPS URL filter cannot block HTTPS websites.

691395 Signature false positives cause outage after IPS database update.

695441 Not getting past block/override page or warning page when doing a web filter override in flow
mode.

695774 Remote category flow and proxy mode wildcard matching difference.

696753 Chassis multiple IPS crashes and UTM web filter impact after enabling web filter content-
header.

696819 [TAM/G2]:IPS archive timestamp dated from 1970.
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Known issues

There are no known issues with this release of IPS engine version 7.0 for FortiOS.

To report a bug, please contact Customer Service & Support.
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